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Definitions of Risk from the Oxford dictionary: 1) a situation involving exposure 
to danger; 2) the possibility that something unpleasant or unwelcome will happen.

Psychology: “Psychosocial adversity or event considered a stressor that may hinder 
normal functioning.” - Risk and Resilience in Child Development (Anne S. Masten, 
1994)

Social Science: “the lack of perceived controllability”, “set of possible negative 
consequences” and “fear of loss” - Risk is a construct; Perceptions of risk 
perception (C. Vlek,1996).

Engineering: Risk is the probability of an undesired event multiplied by the 
consequences - Risk and Reliability for Engineers, TU Delft (Robert Lanzafame, 
2024)

Law:  The Role of Law in Managing the Tension between Risk and Innovation, 
European Journal of Risk Regulation (Maria Weimer & Luisa Marin, 2017)

MAKING SENSE OF RISK?



AI Act proposed by European Commission



Amnesty International News 



A crisis translator specializing in Afghan 
languages, Mirkhail was working with a Pashto-
speaking refugee who had fled Afghanistan. 
A U.S. court had denied the refugee’s asylum 
bid because her written application didn’t 
match the story told in the initial interviews.



The challenge of “low-resource” languages 
like Pashto and increasing use of machine 
translations in immigration services!

Lost in Translation: 
Algorithmic Discrimination



TECHNICAL 
CHALLENGES OF

AI SAFETY

Pedro A. Ortega, Vishal Maini, and the DeepMind safety team, 2018



UNSOLVED 
(TECHNICAL) 
PROBLEMS IN 

AI SAFETY

Position Paper, 2021



AI SAFETY 
ON WHOSE 

TERMS?

Why safety? One could view the shift to safety 
with cynicism. Big Tech, weary from bad publicity, 
is seizing the chance to be viewed as saviors from 
algorithmic harms, not perpetrators of them. 

Sociotechnical approaches recognize and 
reject “safety-washing”— giving lip service to safe 
AI systems, without requisite commitments and 
practices to ensure this is the case — and call for 
transparency and accountability to keep 
companies honest.

Seth Lazar and Alondra Nelson 
Editorial in Science, July 13, 2023



SOCIOTECHNICAL & 
INTERDISCIPLINARY 

APPROACHES?

Applying Sociotechnical approaches to critically 
examine the risks and harms of AI “systems”.

Addressing not just the algorithms, data & methods in 
AI, but the wider socio-political context of its design, 
deployment and use in society!

How do we make AI systems trustworthy, responsible 
and inclusive throughout their lifecycle and those 
affected?

Taking an interdisciplinary approach at the 
intersection of machine learning, design research, 
social sciences, law and society.



“In a statement, the association said that the proposal 
goes against a doctor's duty-of-care as well as the 
medical profession's code of ethics.” August 30, 2023

Dystopian Digital Futures: 
Automated Denial of Medical 
Services in the Future?

Rethinking “Algorithms” as a political & 
social-technical system (not just code)!



ProjectsPrinciples & Practices

trust-M: Designing Inclusive 
& Trustworthy Digital Public 
Services for Migrants
 

• Explore the impact of technology in critical 
societal contexts for responsible AI, inclusion 
and civic agency.

• Interdisciplinary group working at the 
intersection of computational & social sciences 
engaging HCI, participatory design, and policy. 

• Collaboration with societal partners, especially 
the public sector in Finland, EU and India.

Public Engagement

crai-cis.aalto.fi

Nitin Sawhney
Professor of Practice
Department of Computer 
Science, Aalto University

AI & Society Program 
Finnish Center for Artificial 
Intelligence (FCAI)

Steering Committee
Global AI Policy Research 
Network



Department of Computer Science

https://www.aalto.fi/en/department-of-computer-science



Finnish Center for Artificial Intelligence (FCAI)

fcai.fi/research



RESPONSIBLE AI IN THE PUBLIC SECTOR? 

1. Understanding the challenges of innovations in public sector AI 
from ethical and regulatory compliance to fostering 
experimentation.

2. Facilitating participation of diverse stakeholders throughout the 
AI lifecycle of designing, deploying, and assessing public sector AI 
services.

3. Aligning the values and practices of public sector organisations 
with how AI-based services are envisioned & deployed. 

4. Piloting AI Regulatory Sandboxes to explore novel AI services, 
facilitating technological innovation with regulatory compliance. 



USE OF AI-BASED SYSTEMS IN THE PUBLIC SECTOR

 

 - Need for tools, platforms and practices that facilitate experimentation with AI-based systems.

 - Ensuring technologically innovative, ethically responsible, and legally compliant systems.

Opportunities 
(Barker et al., 2021; Manzoni et al., 2022)

Challenges 
(Pechtor & Basl, 2022; Pūraitė et al., 2020)

• Support context-specific public values:
o Operational 
o Political 
o Social

• Foster citizen trust & participation
• Improve efficiency & decision making 
• Provide innovative digital services 
• Personalisation of public services

• The rule of law 
• Complex ecosystem, multi-stakeholders 

involved throughout the AI lifecycle 
• Different values and incentives
• Balancing benefits & risks of AI-based systems
• Demonstrate innovation over short time 
• Public administration bodies work in silos 



AI REGISTRIES: CITY OF HELSINKI

• Rule-based chatbots & information services 
developed for residents of Helsinki.  Aims:

o Leverage advanced analytics such as ML, dynamic 
optimisation, and predictive models to improve 
city operations and use of public resources.

o Adoption of AI-based services according to 
participatory approaches that fosters trust, 
accountability and human oversight. 

• Incorporate high-level (abstract) ethical AI 
principles into innovation strategies but cannot 
easily translating them into concrete measures.

• AI Registries document different aspects of AI 
services but lack dynamic versioning (what), 
auditability (where), & chain of accountability (who).

City of Helsinki AI Register – setup by Saidot.ai 



Way Forward? 
Fostering Inclusive 
Trustworthy and 
Responsible AI in the 
Public Sector



Examining discourses of shared and contested values 
embedded in the EU AI Act and Public AI Services

• Gonzalez Torres, A. P., Kajava, K., & Sawhney, N. 2023. Emerging AI Discourses and Policies in the EU: Implications 
for Evolving AI Governance. Communications in Computer and Information Science, Springer.

• Kajava, K. and Sawhney, N. 2023. Language of Algorithms: Agency, Metaphors, and Deliberations in AI Discourses. 
Lindgren, S. Handbook of Critical Studies of Artificial Intelligence. Edward Elgar Publishers.



trustmproject.aalto.fi

https://trustmproject.aalto.fi/


Enhancing Conversations in Migrant Counseling 
Services: Designing for Trustworthy Human-AI 
Collaboration 
- Lucy Truong, Thesis Research (2023)

Participatory Research & Collaborative Design

Bhuvana Sekar, Aalto University and Irena Bakic, City of Espoo

Rahim Ahsanullah and Lucy Truong, Aalto University



ENHANCING CONVERSATIONS IN MIGRANT COUNSELING 
SERVICES: DESIGNING FOR TRUSTWORTHY HUMAN-AI 

COLLABORATION 

U U

AI

Design research & prototyping at Aalto University, Lucy 
Truong’s thesis research with the City of Espoo (2023)

* Truong, L., Lee, S., & Sawhney, N. 2024. Enhancing Conversations for Migrant Counseling: Designing for Trustworthy 
AI-mediated Collaboration between Migrants and Service Advisors. ACM Conference on Computer-Supported 
Cooperative Work and Social Computing, San José, Costa Rica, November 9-13, 2024.

Examining existing values and practices of city counselors 
from conversations with migrant users. Role of distributed 
knowledge (& values) emerging in human-AI interaction?



GENERATING CONVERSATION SUMMARIES 

Conversation 
Summary Artefact 

For the Customers

For the Service 
Advisors

Memory Aid for 
Action Items or Steps

Training Scenarios for 
Service Advisors or AI



Embedding Public Values in Knowledge Graphs?

Advantages:
• logical reasoning and answering multi-hop questions
• use reliable knowledge curated by the area experts
• the answers can be traced and linked to source
• can be scaled to wider knowledge without pretraining

Challenges / Opportunities:
• requires building domain-specific Knowledge Graph from a 

range of data sources (documents, interviews, conversations)
• slow & deliberative requiring human + automated process
• need to explicitly examine, amplify and validate the nature of 

diverse or contested values embedded

Bratanic, T. (2023) Knowledge Graphs & LLMs: Multi-Hop Question Answering

* Datta, P., Chizhikova, A., Vitiugin, F., & Sawhney, N. 2024. Construction of Hyper-
Relational Knowledge Graph Using Pre-Trained Large Language Models. AAAI 
Conference on Artificial Intelligence, Workshop on Graphs and more Complex structures 
for Learning and Reasoning, February 20-27, 2024, Vancouver, Canada.



AI REGULATORY 
SANDBOXES

* Some slides based on presentation by Alex Moltzau, EU AI Office, 
FARI Workshop on Regulatory & Innovation Sandboxes for Applied 
AI Technologies, Brussels, Belgium, November 19, 2024.



The EU AI Act

...laying down a uniform legal framework in particular for the 

development, the placing on the market, the putting into service 

and the use of artificial intelligence systems (AI systems) in the 

Union, in accordance with Union values, to promote the uptake of 

human centric and trustworthy artificial intelligence (AI) while 

ensuring a high level of protection of health, safety, 

fundamental rights...



AI ACT AND 
GENERAL 

PURPOSE AI (GPAI)

Regulation 2024/1689 (the “AI Act”), 
entered into force on August 1st, 2024.

• “a model… trained with a large amount of data
• using self-supervision at scale, 
• displays significant generality and 
• perform a wide range of distinct tasks 
• and …
• can be integrated into a variety of 

downstream systems or applications”

General Purpose AI (Article 3 (63)):



EU AI Act: Article 3(55)

A concrete and controlled framework set up by a competent authority 

which offers providers or prospective providers of AI systems the possibility 

to develop, train, validate and test, where appropriate in real world 

conditions, an innovative AI system, pursuant to a sandbox plan for a 

limited time under regulatory supervision.

* However, EC Proposal article 52(4) indicates that participants in AI regulatory sandboxes would 
remain liable for any harm inflicted on third parties as a result of experimentation in the 
sandbox environment.

AI Regulatory Sandboxes for Public Sector Innovation



The establishment of AI regulatory sandboxes shall aim to contribute to the following objectives: 

(a) improving legal certainty to achieve regulatory compliance with this Regulation or, where 

relevant, other applicable Union and national law;

(b) supporting the sharing of best practices through cooperation with the authorities involved in 

the AI regulatory sandbox; 

(c) fostering innovation and competitiveness and facilitating the development of an AI ecosystem; 

(d) contributing to evidence-based regulatory learning; 

(e) facilitating and accelerating access to the Union market for AI systems, in particular when 

provided by SMEs, including start-ups.

Why AI Regulatory Sandboxes? 
Article 57(9)



EU role for the AI Regulatory Sandboxes

European AI Office

AI 
Regulatory 
sandboxes
(horizontal)

National Competent
Authorities

AI Board of MS

AI 
Regulatory 

sandbox
(domain)

• The AI Office together with the AI Board, and 
its sub-group, as framework for Member States, 
and their National Competent Authorities 
(NCAs), to coordinate their activities and 
cooperate

• European Commission (EC) to develop detailed 
arrangements for the establishment, 
development, implementation, operation and 
supervision of AI Regulatory Sandboxes (via 
implementing acts)

DRAFT ILLUSTRATION



EU role for the AI Regulatory Sandboxes

European AI Office

AI 
Regulatory 
sandboxes
(horizontal)

National Competent
Authorities

AI Board of MS

AI 
Regulatory 

sandbox
(domain)

• EC to coordinate and 
facilitate cross-border 
cooperation between NCAs

• EC to develop a single 
interface containing all 
relevant information 
related to sandboxes

AI 
Regulatory 
sandboxes
(horizontal)

National Competent
Authorities

AI 
Regulatory 

sandbox
(domain)

AI Board Subgroup on
AI Regulatory Sandboxes

DRAFT ILLUSTRATION

National Competent
Authorities

AI 
Regulatory 
sandboxes
(horizontal)



EU AI Regulatory Sandbox Framework
• The Sandbox serves as meeting point between Regulators and EU Initiatives providing 

support to AI providers to comply with EU law and to test, validate, and improve their AI 
models, i.e. Regulatory Learning and Innovator Learning

• Regulators: AI Office, NCAs, Market Surveillance, Data Protectors, Fundamental Rights 
Agency, etc supervise and provide guidance guaranteeing compliance to AI EU law

• Providers: SMEs and Startups explore AI opportunities

• EU initiatives: EDIHs, TEFs and AI factories providing support for testing and development

• Citizens and civil society stakeholders: to enjoy safer AI models

• Regulators oversee the process, ensuring safety for consumers and citizens by protecting their 
rights, as the sandbox generates valuable insights and data, informing regulatory frameworks 
and fostering innovation and compliance.



AI LIFECYCLE APPROACH

Challenges of adopting and deploying AI-based solutions require engaging 
responsible & ethical practices with multiple stakeholders involved across the 
entire AI lifecycle 
(De Silva & Alahkoon, 2021).

Public sector’s organizational logic is based on hierarchy and verticality (Pūraitė et 
al., 2020), while AI lifecycle approach benefits from horizontal embedding of 
roles and responsible actions from multiple stakeholders across different stages. 

Regulatory compliance should be embedded in different stages of design, use of 
data, development, deployment, maintenance and retirement of AI systems. 



Ethical considerations through lifecycle stages: 
1. Design: why an AI-based approach?

2. Training: are the datasets biased?
3. Development: how outcomes are validated?

4. Deployment: what harmful impacts may 
emerge?

5. Maintenance: are there discriminatory 
feedback loops?

6. Retirement: what happens if system recalled?

Complying with ethical & regulatory measures during lifecycle:
• Training, testing, and evaluating AI systems with quality data 
• Human oversight to prevent or minimise risks 
• Mechanisms to address unintended feedback loops constant 

monitoring through the lifecycle 
• Withdrawal or recall of non-compliant high-risk AI systems 

STAGES OF THE AI LIFECYCLE



INTEGRATIVE FRAMEWORKS: 
FROM MLOPS TO REGOPS

• Machine operations (MLOps) address need for agile and dynamic tools to support technical 
and responsible adoption of AI-based services across their lifecycle (Pechtor & Basl, 2022).

o Software framework to support continuous monitoring, versioning, enhanced transparency, 
auditing & improved usability of resulting AI systems (Ranawana & Kuranananda, 2021). 

o Useful for environments with constantly changing needs (like regulatory sandboxes), but 
automation can pose obstacles to compliance from constant requests by regulatory bodies. 

• Regulatory Operations (RegOps) designed to support regulatory processes e.g., for 
certification of medical devices and AI-based medical systems.

• Continuous monitoring and flagging of events that can trigger interventions from 
multiple providers of different aspects of an AI-based system.

• Facilitate responsible AI lifecycle approach to allow tracing of impact and liability



MULTI-STAKEHOLDER AI REGULATORY SANDBOX 
IMPLEMENTING MLOPS 



ENGAGING PUBLIC VALUES 
IN AI REGULATORY 
SANDBOXES
Conduct pilots of AI Public Sector services using 
AI Regulatory Sandboxes, integrated platforms 
and participatory infrastructures, in focused 
domains like public health, municipal services etc.

Engage with multiple stakeholders:

• Regulators, public administration, providers, 
developers, domain experts, SMEs and citizens 
and civil society groups.

Expected outcomes:

• Developing platforms, guidelines, policies and 
best practices to support sandboxes

• Provide the space for interactions and mutual 
collaboration though out the AI lifecycle

• Examine the risks, limitations and possibilities 
of legislation and technological innovation

High-Risk AI 
Pilot Projects

* Gonzalez Torres, A. P. and Sawhney, N. 2023. Role of AI Regulatory 
Sandboxes and MLOps for Finnish Public Sector Services. Special issue 
of The Review of Socionetwork Strategies (RSS), Springer.

Emergence of diverse and contested 
public values in participatory & inclusive 

development of Public AI services 





Urban & Public Sector AI
Parking Control Systems (PCS)
in Amsterdam: Analyzing Ethical 
& Regulatory Implications



41AI Ethics in Practice: Designing for Ecosystems :: DBMS

Vladan Joler & Kate 
Crawford, AI Now 
Institute, 2018.
www.anatomyof.ai

http://www.anatomyof.ai/


Vladan Joler & Kate 
Crawford, MoMA 2024
www.anatomyof.ai

FOSTERING
CRITICAL 
AI LITERACY 
& PUBLIC 
IMAGINATION 

http://www.anatomyof.ai/


Guidelines for Indigenous-centred AI Design v.1

1. Locality

2. Relationality and Reciprocity

3. Responsibility, Relevance and Accountability

4. Develop Governance Guidelines from Indigenous Protocols

5. Recognize the Cultural Nature of all Computational Technology

6. Apply Ethical Design to the Extended Stack

7. Respect and Support Data Sovereignty









PRINCIPLES OF GLOBAL AI POLICY 
RESEARCH 

Human and 
Planetary 
Welfare

Accountability 
and 

Transparency

Inclusivity, 
Diversity and 

Capacity 
Building

Ethical Research 
Practices and 
Institutional 

Responsibility

Ethical 
Governance

Equitable 
Economic 
Growth

Roadmap for AI Policy Research, Global AI Policy Research Network
Released on January 30, 2025
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